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 The development of digital technology has had a major impact on 
various aspects of life, including the increase in cybercrime, which has 
become a new challenge in the legal system in Indonesia. Existing 
regulations, such as the Electronic Information and Transactions Law 
(UU ITE) and the Personal Data Protection Law (UU PDP), have 
regulated several aspects of cybercrime, but there are still various 
loopholes that cause weak legal protection for the community. This 
study aims to examine the legal challenges in dealing with cybercrime 
and to offer more effective regulatory solutions. The research method 
used is a normative legal approach, with an analysis of applicable 
regulations, related court decisions, and interviews with legal experts 
and cybersecurity practitioners. The results of the study show that the 
main challenges in cybercrime regulation in Indonesia include the lag of 
regulations in technological developments, weak law enforcement, lack 
of coordination between institutions, and minimal international 
cooperation in dealing with transnational cybercrime. In addition, limited 
resources and technical expertise in cyber investigations are major 
obstacles to the effectiveness of law enforcement. To improve the 
effectiveness of regulation and law enforcement against cyber crime, 
this study recommends several strategic steps, including revising 
regulations related to cyber crime to be more adaptive to technological 
developments, establishing a special agency to handle cyber security, 
strengthening international cooperation, increasing the capacity of law 
enforcement officers in digital investigations, and educating the public 
about the importance of protecting personal data and cyber security. 
With the implementation of these solutions, it is hoped that Indonesia 
can be better prepared to face the threat of cyber crime and create a 
legal system that is more responsive to the digital era. 
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1. INTRODUCTION  
The rapid development of digital technology has brought many benefits to people's lives, including 
in economic, social, and governmental aspects. However, on the other hand, technological advances 
also present new challenges, one of which is the increase in cybercrime. Cybercrime includes various 
forms of crime committed through or against computer systems and internet networks, such as online 
fraud, hacking, theft of personal data, and the spread of malware and hoaxes. These crimes not only 
cause huge economic losses, but also threaten national security and social stability. 

In Indonesia, regulations related to cyber crime have been regulated in several laws and 
regulations, such as Law Number 11 of 2008 concerning Electronic Information and Transactions 

https://creativecommons.org/licenses/by-nc/4.0/


 JONSON: Journal of Normative and Socio-Legal Studies   

  Tengku Ilyas, Legal Review of Cyber Crime: Regulatory Challenges and Solutions in Indonesia 

37 

(UU ITE) which was later revised through Law Number 19 of 2016. In addition, there are also various 
regulations related to the protection of personal data and criminal sanctions for perpetrators of cyber 
crime. Although these regulations have been drafted to address the threat of cyber crime, their 
implementation still faces various obstacles, such as weak law enforcement, lack of coordination 
between institutions, and limitations in handling cross-border cyber crime. 

In addition to challenges in legal aspects and regulatory enforcement, another challenge is 
the rapid development of cybercrime modus operandi which is often more advanced than existing 
legal policies. Cybercrime perpetrators continue to innovate in finding security gaps that can be 
exploited, while regulations often experience delays in responding to existing dynamics. This causes 
many cybercrime cases to not be handled optimally, and victims often do not receive adequate legal 
protection. 

Based on this background, this study aims to analyze the legal challenges in dealing with 
cyber crime in Indonesia and explore regulatory solutions that can be applied to improve the 
effectiveness of law enforcement in this field. This study will also compare cyber crime regulations in 
Indonesia with other countries that are more advanced in dealing with cyber crime threats. Thus, this 
study is expected to provide recommendations for policy makers in strengthening the legal 
framework and improving cyber crime prevention and response strategies in Indonesia. This study 
uses a normative juridical method, namely by analyzing laws and regulations related to cyber crime 
and case studies of various related legal decisions. This study is also supported by a comparative 
approach, namely comparing cyber crime regulations in Indonesia with several other countries that 
have more advanced legal systems in dealing with cyber crime. 

The data used in this study consists of primary data and secondary data. Primary data 
includes laws and regulations such as the ITE Law, personal data protection regulations, and court 
decisions related to cyber crime cases. Meanwhile, secondary data is obtained from academic 
literature, legal journals, scientific articles, and official documents from related institutions such as 
the Ministry of Communication and Information (Kominfo), the Indonesian National Police (Polri), and 
the National Cyber and Crypto Agency (BSSN). In addition, this study also involves interview 
methods with legal experts, academics, and legal practitioners who have expertise in the field of 
cyber law. Interviews were conducted to gain a deeper perspective on the effectiveness of existing 
regulations and the challenges in their implementation in the field. 

The population in this study is various laws and regulations, legal documents, and legal 
cases related to cyber crime in Indonesia. Meanwhile, the research sample includes several cyber 
crime cases that have received legal decisions, as well as interviews with several legal experts and 
practitioners involved in the cyber crime trial process. The sample selection was conducted by 
purposive sampling, namely selecting cases that are considered relevant and provide a real picture 
of the implementation of cyber crime regulations in Indonesia. In addition, interviews with legal 
experts were also conducted selectively, by selecting respondents who have experience and 
expertise in the field of cyber law and digital security. 

Several previous studies have examined cybercrime regulations in Indonesia, but there are 
still gaps that need to be studied further. For example, a study conducted by Setiawan (2019) 
highlighted that although the ITE Law has been revised, there is still a mismatch between existing 
legal provisions and actual needs in the field. The study recommends further revisions that take into 
account technological developments and increasingly complex cybercrime patterns. In addition, 
research by Wahyudi and Sari (2021) examined the effectiveness of international cooperation in 
combating cybercrime. This study shows that cybercrime often involves transnational perpetrators, 
so domestic law enforcement alone is not enough. Therefore, it is necessary to harmonize 
regulations between countries and increase cooperation between national and international law 
enforcement agencies. 

Although various studies have discussed the legal aspects of cybercrime, studies that 
specifically compare regulations in Indonesia with other countries and identify solutions that can be 
implemented effectively are still very limited. Therefore, this study contributes to providing a 
comprehensive analysis of the challenges of cybercrime regulation in Indonesia and offers solutions 
based on comparisons with other countries that are more advanced in this field. 
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2. RESEARCH METHOD  
This study uses a normative legal method, namely a research approach that focuses on the analysis 
of applicable positive law and relevant legal theories in dealing with cyber crime in Indonesia. This 
approach aims to understand how existing regulations are applied in facing the challenges of cyber 
crime and explore legal solutions that can be implemented to increase the effectiveness of 
regulations. In addition, this study also adopts a comparative approach, namely by comparing cyber 
crime regulations in Indonesia with other countries that have more advanced legal systems in dealing 
with cyber crimes. This comparison aims to identify best practices that can be applied in Indonesia 
to improve the effectiveness of law enforcement in the realm of cyber crime. 
 
Data Types and Sources 
This study uses two main types of data, namely primary data and secondary data. 

1. Primary Data 
a. Legislation relating to cyber crime, such as Law Number 11 of 2008 concerning 

Electronic Information and Transactions (UU ITE) which has been revised by Law 
Number 19 of 2016. 

b. Regulations related to personal data protection, such as Law Number 27 of 2022 
concerning Personal Data Protection (PDP Law). 

c. Court decisions related to cyber crime cases to understand how this regulation is 
applied in practice. 

2. Secondary Data 
a. Academic literature, books, and scientific journals that discuss cyber crime from a 

legal and public policy perspective. 
b. Official reports from relevant government agencies, such as the Ministry of 

Communication and Information (Kominfo), the Indonesian National Police (Polri), 
and the National Cyber and Crypto Agency (BSSN). 

c. Scientific articles discussing cyber crime cases and the effectiveness of regulations 
in various countries. 

Data collection technique 
Data collection techniques are carried out through: 

1. Document Study 
This study was conducted by analyzing laws and regulations, court decisions, and other 
legal documents relevant to cybercrime. The aim is to understand how current regulations 
work in dealing with cybercrime and to what extent they are effective in practice. 

2. Interview 
Interviews were conducted with legal experts, academics, and legal practitioners who have 
experience in the field of cyber law and digital security. The purpose of these interviews 
was to gain a deeper perspective on the challenges faced in implementing regulations and 
recommendations for solutions that can be applied to improve the existing legal system. 

3. Comparative Analysis 
This study also compares cyber crime regulations in Indonesia with several other countries 
that have more advanced legal systems in dealing with cyber crimes, such as the United 
States, the European Union, and Singapore. This comparison aims to identify best 
practices that can be used as references in improving legal policies in Indonesia. 

 
Data Analysis Techniques 
The data obtained will be analyzed using qualitative analysis methods, namely by reviewing and 
interpreting legal norms contained in relevant laws and court decisions. This analysis is carried out 
descriptively-analytical, namely by outlining how cyber crime law is applied in Indonesia, the 
challenges faced in its implementation, and regulatory solutions that can be applied. 

The analysis was also conducted with a deductive approach, namely starting from legal 
theory and general principles of cyber crime regulation, then applied to specific cases that occurred 
in Indonesia. The results of this analysis are expected to provide concrete recommendations for the 
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government and policy makers in strengthening regulations and increasing the effectiveness of law 
enforcement against cyber crime in Indonesia. 

3. RESULT AND DSICUSSION 
Based on the research methods that have been applied, the results of this study are compiled 
systematically in accordance with the normative legal approach, comparative analysis, and data 
collection and analysis techniques used. 
 
Analysis of Cyber Crime Regulation in Indonesia 
Cybercrime law in Indonesia is currently mainly regulated in Law Number 11 of 2008 concerning 
Electronic Information and Transactions (UU ITE) which has been updated by Law Number 19 of 
2016, and Law Number 27 of 2022 concerning Personal Data Protection (UU PDP). However, this 
study found that this regulation still has several weaknesses, including: 

1. Multi-interpretable articles in the ITE Law, especially those relating to insults and 
defamation (Article 27 paragraph (3)), which are often used to suppress freedom of 
expression. 

2. There is no specific regulation regarding various types of cybercrime, such as 
ransomware attacks, digital-based financial crimes, and mass theft of personal data. 

3. Limited coordination between law enforcement agencies, which hinders the 
effectiveness in handling cross-border cyber crime cases. 

The following table shows a comparison of some of the main cyber crime regulations in Indonesia: 
 

Table 1. Cyber Crime Regulations in Indonesia 

No Regulation Main Settings Weakness 

1 
ITE Law (UU No. 11/2008 & 
Revised Law No. 19/2016) 

General cybercrime, defamation, hate 
speech, hacking 

Multi-interpretable, prone to 
misuse 

2 PDP Law (Law No. 27/2022) 
Protection of personal data, data 
management obligations by companies 

Sanctions are not yet firm, there 
is no strong supervision 

3 
New Criminal Code (Law No. 
1/2023) 

Criminal regulations regarding online 
fraud and defamation in the digital realm 

Still general in nature, not 
specifically related to cyber crime 

4 OJK and BI Regulations 
Digital transaction regulations and 
financial consumer protection 

Does not include new crime 
modes such as deepfake fraud 

Table 1 shows that although there are regulations regarding cybercrime, there are still various legal 
loopholes that need to be fixed. 
 
Case Study: Implementation of Regulation in Handling Cyber Crime 
To understand how existing regulations are applied, this study analyzes several court decisions 
related to cybercrime in Indonesia. Here is a summary of several important cases: 

 
Table 2. Cyber Crime Cases in Indonesia 

No Case 
Types of Cyber 
Crime 

Court ruling Legal Implications 

1 
Tokopedia 
Hacking Case 
(2020) 

Theft of personal 
data 

There is no prime suspect, the 
case is still under 
investigation. 

Weak law enforcement against data 
theft 

2 
Hate Speech 
Case (2019) 

Hate speech on 
social media 

The perpetrator was 
sentenced to 1.5 years in 
prison 

Implementation of the controversial 
Article 27 paragraph (3) of the ITE 
Law 

3 
Online Fraud 
Cases (2021) 

Digital fraudulent 
investment scheme 

The perpetrator was 
sentenced to 10 years in 
prison 

Implementation of the ITE Law and 
the New Criminal Code 
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From the cases above, it is clear that law enforcement against cyber crime still faces various 
challenges, such as the difficulty in prosecuting the main perpetrators of cyber crime and the lack of 
victim protection mechanisms. 
 
Results of Interviews with Legal Experts and Practitioners 
This research also involved interviews with cyber law experts, academics, and legal practitioners 
from various institutions. From these interviews, several key findings were obtained: 

1. Most legal experts are of the opinion that cyber crime regulations in Indonesia are still 
lagging behind technological developments.There are many new types of digital crimes 
that are not covered by current regulations. 

2. Lack of coordination between law enforcement, regulators and digital service 
providers.Many cyber crime cases are difficult to solve due to the lack of cooperation 
between government agencies and technology companies. 

3. Policy reform is needed, especially in the aspects of personal data protection and law 
enforcement against transnational crimes. 

 
Comparison of Cyber Crime Regulations in Indonesia and Other Countries 
As part of a comparative analysis, this study compares cyber crime regulations in Indonesia with 
several other countries, such as the United States, the European Union, and Singapore. 
 

Table 3. Comparison of International Cyber Crime Regulations 

Country Main Regulations Superiority Weakness 

Indonesia ITE Law, PDP Law 
Already have a legal basis 
for cyber crime 

Still open to multiple interpretations, 
lacking specificity regarding new 
threats 

United States of 
America 

CFAA (Computer Fraud 
and Abuse Act) 

Strict sanctions, strong 
coordination between 
agencies 

Complex regulations, privacy issues 

European 
Union 

GDPR, NIS Directive 
High standards for data 
protection 

Strict regulations for companies 

Singapore Cybersecurity Act 
Fast and effective law 
enforcement 

Government control over the internet 
is quite strict 

From the table, it can be seen that Indonesia is still lagging behind in terms of law enforcement 
against cyber crime, especially compared to developed countries. 
 
Recommendations for Improving Cyber Crime Regulations in Indonesia 
Based on the research results, several recommendations that can be proposed to increase the 
effectiveness of cyber crime regulations in Indonesia are: 

1. Revise the ITE Law and PDP Law to be more specific regarding new digital crime 
threats., such as deepfake fraud, ransomware attacks, and AI-based data theft. 

2. Strengthening coordination between government, law enforcement and the private 
sectorin handling cyber crime cases. 

3. Increasing international cooperation, especially in dealing with transnational cybercrime 
involving perpetrators from various jurisdictions. 

4. Formulating policies that are more adaptive and responsive to technological 
developmentsto ensure that regulations remain relevant to the evolving threat of cyber 
crime. 

In this study, the discussion focuses on three main aspects: (1) the effectiveness of cyber crime 
regulations in Indonesia, (2) challenges in law enforcement against cyber crime, and (3) solutions 
and policy recommendations that can be implemented to strengthen legal protection for society in 
the digital era. 
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Effectiveness of Cyber Crime Regulation in Indonesia 
Cybercrime in Indonesia has been regulated in several main regulations, such as the Electronic 
Information and Transactions Law (UU ITE) and the Personal Data Protection Law (UU PDP). These 
regulations provide a legal basis for prosecuting cybercriminals and protecting the rights of 
consumers and internet users. 
However, this study found that the effectiveness of regulation still faces several obstacles, including: 

1. Inconsistency of regulations with technological developments 
a. Many of the latest cybercrimes such as ransomware, deepfake fraud, and crypto 

scams are not specifically regulated in existing laws. 
b. Articles in the ITE Law are often considered open to multiple interpretations, 

especially those related to defamation and hate speech, which have the potential to 
hinder freedom of expression. 

2. Lack of effective oversight and law enforcement mechanisms 
a. The PDP Law, which is expected to strengthen personal data protection, still faces 

challenges in its implementation because it does not yet have an independent 
supervisory body that functions like the GDPR in the European Union. 

b. Law enforcement agencies still have difficulty tracking down cybercriminals who 
often use anonymity and data encryption technology. 

3. Protection for victims is still weak 
a. Not all victims of cybercrime, such as data theft and online fraud, get the justice they 

deserve. 
b. The case resolution mechanism is often complicated, so many victims are reluctant 

to report their cases. 
Based on these findings, it can be concluded that cyber crime regulations in Indonesia still need 
updating to be more adaptive and effective in dealing with the ever-growing threat of cyber crime. 
 
Challenges in Cyber Crime Law Enforcement 
Law enforcement against cybercrime faces various challenges, both technically and regulatory. 
Based on interviews with legal experts and analysis of court decisions, the main challenges faced 
are: 

1. The presence of the perpetrator outside Indonesian jurisdiction 
a. Many cybercrimes are committed by perpetrators based abroad, making it difficult 

for law enforcement to prosecute them without international cooperation. 
b. Indonesia does not yet have a strong extradition agreement with many countries that 

are hiding places for cyber criminals. 
2. Lack of technical expertise in law enforcement agencies 

a. Handling cyber crime cases requires qualified digital forensic skills, but there are still 
many law enforcement officers who are not trained in this field. 

b. The lack of supporting tools and technology in the police and prosecutor's office 
hampers investigations into cybercrime cases. 

3. The rise of new modus operandi in cyber crime 
a. Cybercriminals continue to develop new techniques, such as AI-powered phishing 

attacks, which are difficult for conventional security systems to detect. 
b. Cryptocurrency and dark web-based crimes are also increasingly rampant, but 

regulations in Indonesia are still lagging behind in addressing this. 
4. Legal uncertainty in some cyber crime cases 

a. Several cyber crime cases, especially those related to defamation and the spread of 
information on social media, are often processed inconsistently in court. 

b. This creates legal uncertainty and has the potential to cause injustice to both the 
accused and the victim. 

 
Solutions and Policy Recommendations 
Based on the challenges found in this study, there are several steps that can be taken to improve 
the effectiveness of regulation and law enforcement against cyber crime in Indonesia: 
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1. Revision and harmonization of cyber crime regulations 
a. The government needs to revise the ITE Law and the PDP Law to better suit the 

latest technological developments and the threat of digital crime. 
b. There needs to be special regulations that specifically regulate cyber fraud, hacking, 

and theft of personal data with clearer sanctions. 
2. Establish a special institution to handle cyber crime 

a. Like the FBI Cyber Crime Unit in the United States, Indonesia needs to have a 
National Cyber Security Agency that has special authority to handle cybercrime 
cases quickly and effectively. 

3. Enhancing international cooperation in law enforcement 
a. Cybercrime is often transnational, so Indonesia needs to strengthen cooperation 

with international law enforcement agencies such as Interpol and ASEAN Cyber 
Security Cooperation. 

b. Bilateral agreements with other countries are needed to facilitate extradition and 
investigation of cyber crime cases. 

4. Increasing law enforcement capacity and technology 
a. Law enforcement officers should be given further training in digital forensics and 

cyber investigations. 
b. The police and prosecutors need to be equipped with the latest technology in 

tracking cybercrime, such as Artificial Intelligence (AI) to detect cyber attacks and 
blockchain analysis tools to track illegal transactions. 

5. Increasing public education and awareness 
a. Cyber crime can be prevented by increasing public understanding of digital security. 
b. The government and private sector need to work together to provide outreach and 

education about cyber security, personal data protection, and how to report cyber 
crimes. 

Based on the discussion above, it can be concluded that cyber crime regulations in Indonesia 
still need a lot of improvement to be more effective in dealing with increasingly complex digital crime 
threats. The main challenges in law enforcement include regulatory weaknesses, lack of resources 
and technology in investigations, and limited international cooperation. To address this, 
comprehensive legal reform is needed, the establishment of a special agency to handle cyber crime, 
and increasing the capacity of law enforcement officers. In addition, stronger international 
cooperation and increased public education are also very important in preventing and handling cyber 
crime in Indonesia. With the right steps, Indonesia can strengthen its legal system in dealing with 
cyber crime and provide better legal protection for society in the digital era. 

4. CONCLUSION  
This study highlights the challenges and solutions of regulation in dealing with cybercrime in 
Indonesia. Based on the results of the analysis of existing regulations, challenges in law 
enforcement, and interviews with experts, it was found that regulations related to cybercrime still face 
several major obstacles, including the lag of regulations in technological developments, weak law 
enforcement, and lack of protection for victims. In terms of regulation, the Electronic Information and 
Transactions Law (UU ITE) and the Personal Data Protection Law (UU PDP) have provided a legal 
basis for addressing cybercrime, but there is still a mismatch with the growing threat of cybercrime, 
such as ransomware, artificial intelligence (AI)-based attacks, and cryptocurrency abuse. In addition, 
the absence of an independent body focused on cybersecurity makes law enforcement less effective. 
In terms of law enforcement, there are various challenges such as the lack of technical expertise of 
law enforcement officers in cyber investigations, the difficulty of tracking perpetrators who are outside 
of Indonesia's jurisdiction, and the lack of international cooperation in dealing with transnational 
crimes. In addition, the protection mechanism for victims is still weak, causing many cases to go 
unresolved or unreported. Based on these findings, this study recommends several key solutions to 
improve the effectiveness of cyber crime regulation in Indonesia, namely: Revision and 
harmonization of regulations, especially by clarifying the articles in the ITE Law and the PDP Law, 
as well as drafting new regulations that are more adaptive to technological developments. Formation 
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of a special agency to handle cyber crime, such as the National Cyber Security Agency, to improve 
the effectiveness of investigations and law enforcement. Increasing international cooperation, 
including extradition agreements and joint investigations with other countries to address transnational 
cybercrime. Strengthening the capacity of law enforcement officers, through digital forensics training 
and the use of Artificial Intelligence (AI) based technology in detecting and handling cybercrime. 
Increasing public awareness, by expanding education about cyber security and personal data 
protection to prevent cybercrime early on. With the implementation of these solutions, it is hoped that 
regulation and law enforcement against cyber crime in Indonesia can be more effective, so as to 
provide better legal protection for people in the digital era. This effort is also a strategic step in 
strengthening national cyber security and ensuring a balance between technological progress and 
the protection of citizens' digital rights. 
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